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Abstract—Oblivious RAM (ORAM) is theoretically proven to
render memory access patterns of a computation completely
uniform, mitigating memory side-channel attacks. However, it
is accompanied by orders of magnitude slower memory access
latency and, thus, is often impractical in many circumstances.
On the other hand, Processing-In-Memory (PIM) has been
advancing as a solution to accelerate memory-intensive work-
loads and mitigate the memory wall problem. In this paper,
we explore the new direction of in-DRAM oblivious RAM
with a design named PIM-ORAM. We retrofit the currently
available commodity PIM hardware to provide future direction
for secure computation on PIM, and design PIM-ORAM. Our
design proposes split-data ORAM, a parallelizable in-memory
ORAM scheme that takes full advantage of the parallel com-
puting power of the PIM while retaining the original security
guarantee of ORAM and dealing with the constraints existing
in the commodity PIM. We evaluate PIM-ORAM using the
PIM-enabled testbed cloud to provide more realistic numerical
values. The evaluation shows that PIM-ORAM alleviates the
increase of memory bus usage and ORAM access latency when
the ORAM capacity increases.

Index Terms—Processing-in-Memory, ORAM, Oblivious Com-
puting

1. Introduction

Hardware-based trusted execution technologies [1], [2],
[3] have been extensively researched and deployed [4], [5] to
preserve the confidentiality of sensitive data. However, the
memory side-channel has allowed the adversary to extract
the secrets guarded by confidential computation [6], [7],
[8], [9]. Oblivious RAM (ORAM) [10], [11], [12], [13],
[14] has been discussed as a fundamental solution against
the memory side-channel attacks based on its ability to
render memory access trace completely uniform. However,
the theoretically proven obliviousness comes with a cost;
adapting ORAM requires the target program to endure sev-
eral magnitudes of slower memory performance [15], [16],
[17], [18], [19]. A reason for this is that ORAM constantly
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shuffles data by adding a large volume of additional memory
accesses to each effective data access.

Thus, while ORAM is a promising solution for pro-
viding side-channel resilience to cloud workloads, ORAM
algorithms are particularly unfit for today’s cloud, which
is already overloaded with memory-intensive workloads.
The cloud today is suffering from the so-called memory
wall problem [20], [21], [22], where the memory band-
width becomes a bottleneck in multiple memory-intensive
computations carried out by powerful processors and ac-
celerators. When applied to workloads such as large-scale
data processing and machine learning, ORAM algorithms
exacerbate the memory wall problem by further increasing
memory bandwidth demands.

Meanwhile, Processing-In-Memory (PIM) has been ad-
vancing as a solution to the memory wall problem. PIM
provides computing inside memory, eliminating unnecessary
data movement between the memory and computing de-
vices. Previous works have shown performance advantages
of PIM in memory-intensive tasks and system-wide memory
bandwidth pressure reduction effects [23], [24], [25], [26],
[27]. Moreover, the major DRAM manufacturers released
prototypes of PIM-enabled memory devices [28], [29], al-
lowing us to peek into the memory devices in the future
cloud. PIM opens up a broad design space for cloud com-
putation models better adapted for large data computation.

In this paper, we explore a new direction in reducing
ORAM overheads and alleviating the memory wall problem.
We propose PIM-ORAM, an in-DRAM oblivious RAM
design that drastically reduces system bus traffic caused by
ORAM operations, harvesting massively parallel computa-
tion power of commodity DRAM PIM memory devices [23],
[24], [30], [31], [32].

The design of PIM-ORAM tackle two non-trivial chal-
lenges in incorporating ORAM into commodity PIM de-
vices. First, its design must satisfy hardware constraints
inherent to all memory devices that follow the current
DRAM standards, to be widely adopted in today’s cloud
infrastructure. Notably, we found that DRAM-based real
PIM devices do not support direct communication among
the PIM-equipped memory banks; this constraint obstructs
an intuitive approach like constructing a single ORAM for
an entire memory module. Second, reconciling the security
of ORAM and the security model of PIM devices poses
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challenges that PIM-ORAM must address. Specifically, in
ORAM’s original attack model, the core ORAM compo-
nents, such as the position map and stash, are stored within
the client’s private storage, assumed to be trusted. Now, the
components must be separated from the client and relocated
into PIM memory, as the in-memory processors manage
ORAM storages.

PIM-ORAM is meticulously designed to simultane-
ously satisfy the inherent hardware constraints of current
DRAM-based PIM memory and carefully drawn security
requirements. Drawing on the parallel architecture of PIM
devices, PIM-ORAM implements a distributed split-data
ORAM scheme. In this scheme, each memory bank main-
tains an independent ORAM structure that hosts a partial
piece of the data block. On each ORAM access, a Split-
Join process is employed to securely distribute/aggregate
partial data between different memory banks. The Split-Join
process activates all banks simultaneously and makes the
execution flow of access operations identical to retain obliv-
iousness in the main memory bus pattern. This way, each
PIM-ORAM bank operates independently, overcoming the
lack of bank-to-bank communication, while parallelization
is also maximized for improved throughput.

We also explore how future PIM architectures might
better support secure and oblivious computation without sig-
nificant changes to existing hardware designs. For instance,
current PIM platforms have limited capabilities in efficiently
performing cryptographic operations, making secure compu-
tation infeasible. To address this, we propose equipping PIM
with an AES-enabled DMA engine to offload cryptographic
operations. Based on the exploration, we also introduce a
lightweight integrity verification mechanism leveraging the
built-in AES-GCM authentication tag, avoiding the need for
additional expensive hash functions or extra hardware as-
sumptions. We verify the functional correctness of suggested
enhancements by using a simulator, while evaluating the
PIM-ORAM’s performance by using real hardware PIM.
We made our simulator and implementation for real hard-
ware available to the public to contribute to future efforts1.

PIM-ORAM is implemented and evaluated on UPMEM
PIM-enabled DRAM modules [30], the only commodity
PIM device available at the time of writing. Our imple-
mentation overcame the inefficiencies of the provided SDK
through several low-level optimizations. We conduct a com-
prehensive evaluation that encompasses microbenchmarks
showing PIM-ORAM’s bus traffic reduction effect and
access latency improvement, as well as experiments with
real-world memory-intensive workloads, such as machine
learning and the Redis in-memory database. Our evaluations
indicate that PIM-ORAM can reduce the main bus usage by
up to 67.13% while achieving up to 3.19× reduced access
latency compared to a CPU-only ORAM implementation.

In all, we summarize the contributions of PIM-ORAM
as follows:
• We propose first ORAM primitive for massively paral-

lel confidential computation by leveraging the currently

1https://github.com/Mysigyeong/PIM-ORAM-artifact

available commodity PIM hardware.

• We carefully lay out the hardware constraints and secu-
rity requirements for the PIM-based ORAM scheme and
propose PIM-ORAM’s design to resolve them.

• We evaluate the implementation on the real hardware
PIM test-bed data center to provide real-world perfor-
mance evaluation.

2. Background

2.1. Oblivious RAM

Oblivious RAM (ORAM) algorithms make each data ac-
cess sequence indistinguishable by adding dummy accesses
and relocating the stored data. Previous works have intro-
duced variations of ORAM optimized for different scenarios
[12], [13], [14], [33]. Among them, we adopted Path-ORAM
[11], one of the most adopted ORAM algorithms, for its
simplicity and effectiveness.

Path-ORAM. Path-ORAM is a tree-based ORAM uti-
lizing a tree data structure as its data storage, referred to as
the ORAM tree. A path denotes a route from the root node
to a leaf node of the ORAM tree. Each node of ORAM tree
contains a bucket, which consists of a configurable number
of data blocks, and each data block has its own identifier,
block ID. The ORAM tree is usually located in abundant
but untrusted storage; thus, its contents must be encrypted.
Path-ORAM utilizes two core components: the stash, which
is a cache storing fetched data blocks from the ORAM tree
temporarily, and the position map, which stores mapping
information between block ID and path. In the rest of the
paper, we will call these core components ORAM Control
Components (OCCs). The OCCs should be located in a Path-
ORAM client’s secure storage because they contain critical
data: the raw data and metadata of Path-ORAM.

Path-ORAM access. Path-ORAM [11] obfuscates ac-
cess patterns and hides the access type (read vs. write)
by maintaining the following identical processes regardless
of the target data block and the access type. An ORAM
access contains the following steps: (1) The position map
is referenced to locate the target data block’s path, (2) The
target data block’s path value in the position map is updated
with a new random path value, (3) All data blocks on this
path are retrieved from the ORAM tree and temporarily
stored in the stash, (4) The requested data block is retrieved
from the stash, and the target data block is updated when
the requested operation is write, (5) The previously fetched
path is then refilled using the blocks from the stash, where
blocks are strategically placed from the leaf up to the root.

Recursive-ORAM. Since the size of the position map
increases linearly as the capacity of ORAM tree increases,
ORAM client’s secure memory space could easily become
exhausted. A recursive ORAM scheme alleviates the client-
side secure memory consumption by exporting the position
map as another ORAM tree [34].

Integrity guarantee. ORAM storage integrity can be
guaranteed by embedding the Merkle tree within the ORAM
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Figure 1: The structure of UPMEM PIM-enabled DIMM.

tree structure [11]. ORAM tree nodes store their child
nodes’ checksums, computed by hashing the child’s data
and its stored checksums with SHA-256, and the root node’s
checksum should be stored in secure storage. During a path
access, integrity is verified from root to leaf by comparing
the checksum in the parent with the freshly computed value
from its child. Since all nodes along a path are updated
atomically, this mechanism prevents replay attacks by en-
suring that stale nodes cannot be reinserted into the tree.

2.2. Processing-In-Memory

Many research works and industry efforts have proposed
new Processing-In-Memory (PIM) architectures and appli-
cations of PIM [28], [35], [36], [37], [38], [39], [40], [41],
[42], [43], [44], [45], and the endeavors are still ongoing.

DRAM-based PIM. PIM-ORAM’s design targets PIM-
capable memory device that is based on the current DRAM
standards. PIM-ORAM’s target, UPMEM’s PIM datacenter
server, represents a generalized DRAM-based PIM that can
be constructed for the current cloud infrastructure. The
design space of PIMs is quite broad; some works propose
more experimental designs that involve more assumptions
on the memory device, and, therefore, they are evaluated
with simulation. These works often target future memory
devices such as HMC [46], [47], [48] or enjoy the freedom
of redefining the DRAM structure and host-side memory
controller [46], [47], [48], [49]. On the other hand, more
practical designs [30], [50], [51] seek to propose designs
within the constraints that arise due to the limitations of
today’s DRAM technology.

PIM-ORAM’s design targets real hardware with only
a minimal assumption on hardware modifications. In the
process, PIM-ORAM’s design faces constraints that pose
non-trivial challenges. The design elements of PIM-ORAM
that satisfy the constraints towards practical hardware-based
ORAM design for the current DRAM-based PIM are one
of the key contributions of this work.

UPMEM PIM architecture. PIM-ORAM is based on
the DDR4 DRAM-based UPMEM hardware, the only cur-
rently available commodity PIM to our knowledge. Fig-
ure 1 shows the structure of the UPMEM chip in the
UPMEM PIM [30]. The PIM SoC contains a processor,
DRAM Processing Unit (DPU), that executes code stored
in Instruction RAM (IRAM) using a scratchpad memory,

Working RAM (WRAM). Understandably, the capacity of
IRAM and WRAM are limited. The IRAM is a 24KB
SRAM, whereas the WRAM is a 64KB SRAM. The PIM
SoC also has a DMA engine that offers very low latency
access to the memory bank, Main RAM (MRAM). Each
DDR4 DRAM module contains a 64MB DRAM as MRAM.
The host system communicates with PIM through the con-
trol interface and DDR4 interface. DIMMs of UPMEM are
organized into ranks, with 64 DPUs per rank and 128 DPUs
per 8GB memory DIMM.

2.3. Threat model

We assume a strong adversary model that is conventional
in in-cloud confidential computing. Such an adversary is
characterized by full control over system software from
firmware to the operating system kernel. Another powerful
attack vector included in this model is the possibility of
physical attacks; the adversary can snoop the main memory
bus as shown feasible in a previous work [52], and also
physically extract contents of memory devices [53]. How-
ever, we do trust the host CPU and the PIM core package.

PIM-ORAM requires host-side software that drives
PIM-ORAM and facilitates the movement of sensitive data
in and out of PIM-ORAM. We assume that this host-side
software is protected with Trusted Execution Environment
(TEE) within the host (e.g., Intel SGX [1]). However, the
scope of this paper focuses on the security model of PIM-
ORAM and regards side-channel attacks on TEEs supported
in the host out of scope.

Within the PIM-ORAM-equipped DDR4 DRAM mem-
ory module, we trust the PIM SoC, including the DPU,
the DMA engine, and its on-chip memory (IRAM and
WRAM) to be resistant to physical attacks. However, the
memory banks (MRAMs) are untrusted in PIM-ORAM’s
attack model. This is because untrusted software in the host
can aptly extract the contents of memory banks through
direct access or DMA if the operating system memory
access control fails to contain them. The memory banks in
PIM-ORAM-equipped DRAM module have conventional
hardware composition and are therefore susceptible to the
well-known physical attacks on DRAMs (e.g., cold-boot
attacks [53]). The difficulty of performing physical attacks
on on-chip memory and security models that trust on-
chip memory while distrusting off-chip memory has been
discussed by many works [54], [55], [56], [57], and PIM-
ORAM also embraces a similar model. Additionally, the
memory bus between the host and PIM-ORAM DRAM
module is also untrusted. Hence, maintaining obliviousness
with the presence of a malicious observer who monitors bus
traffic is also a security objective of PIM-ORAM.

3. Motivation and challenges

The memory-bound operations involved in ORAM al-
gorithms are quintessentially the type of workload that can
be effectively accelerated by PIM, judging by the previous
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applications that had seen a significant performance boost
with PIMs [23], [24], [25], [26], [27].

Limitations of previous explorations. The previous
simulation-based endeavors towards side-channel resilient
memory devices [18], [47], [58] assumed freedom of hard-
ware modifications or overly ideal PIM device capacity,
where neither is the case for the real-world commodity
device [30]. Many works [18], [47] also assumed powerful
server-grade processors with multi-level caches as PIM’s
processing units (e.g., 1.6∼2.5GHz). On the other hand, the
UPMEM PIM DPU’s capacity is limited, presumably due
to the tight area constraints [30]. The DPU runs at a low
(350MHz) clock speed without any caches. The working
memory (i.e., WRAM) allowed for each PIM DPU is also
limited to 64KB. Moreover, many works [18], [47], [58]
assumed a modified host-side memory controller and also
arbitrarily modified internal data paths in the PIM device.
However, many such assumptions are not to be expected
with a commodity PIM device. The UPMEM PIM memory
device must retain its compatibility with the current DRAM
standards and the memory controllers of the server processor
architectures.

Challenges. Retrofitting and implementing Path-ORAM
for commodity PIM devices requires meticulous design
decisions. First, PIM-ORAM’s design must define and
overcome the hardware constraints in the PIM device to-
wards achieving hardware-accelerated ORAM (§3.1). In
addition, PIM-ORAM design also establishes a unique
security model that ensures secure ORAM operations inside
memory (§3.2). This is because, unlike conventional ORAM
implementation, OCCs are separated from the client in PIM-
ORAM; thereby, PIM-ORAM must securely handle the
communication between the client and OCCs.

3.1. Hardware constraints

Devising solutions to the inherent hardware constraints
of DRAM-based PIMs is a unique contribution of PIM-
ORAM. PIM-ORAM’s design must overcome the limita-
tions to construct a practical ORAM in commodity DRAM-
based PIM [30]. The limitations are either due to the in-
herent design of the DRAM architecture (HC1) or real
hardware capacity that is far from idealistic settings in the
simulation-based prototypes (HC2).

HC1. Lack of bank-to-bank communication channel.
Bank-to-bank communication is inherently absent in today’s
DRAM interface and protocols. This is a well-known lim-
itation faced by PIM designs for the current DRAM tech-
nology [23], [50], [59], [60], [61] that is unfortunately also
present in the UPMEM hardware. In research prototypes
that are evaluated through simulation, a significant redesign
to the DRAM architecture can be considered to fundamen-
tally resolve the issue [50], [51], [59], [60], [61], [62],
[63]. However, such deviations from the well-established
DRAM architecture standard in real hardware are not likely
in the foreseeable future. For this reason, we choose to
overcome the limitation with PIM-ORAM design rather

than introducing a design assumption that deviates from the
real hardware.

HC2. Limited PIM DPU scratchpad memory capacity.
PIM has limited scratchpad memory due to the restrictions
of the memory hardware. For example, each UPMEM PIM
DPU must perform computation using a scratchpad memory
(WRAM) of 64KB. As we will explain, the limited size of
WRAM introduces a design challenge. This is because the
ORAM management data structures that map the ORAM
tree itself in MRAM must be maintained within the WRAM
according to our threat model. These management data
structures grow proportionally to the ORAM tree’s storage
capacity, and we found that the capacity of WRAM is
insufficient to saturate the MRAM with ORAM data.

3.2. Security requirements

PIM-ORAM is designed specifically to address the
following security requirements to be feasible with the com-
modity PIM device. Satisfying SR1 allows PIM-ORAM
to retain the security of ORAM itself amid decomposing
ORAM components into the PIM architecture. With SR2,
the host’s interaction with DRAM is rendered oblivious
against the powerful adversary assumed in PIM-ORAM.

SR1. Protecting ORAM functionality. In the traditional
ORAM use case, a client who uses Path-ORAM backend
storage has OCCs in their private, secure storage. This strat-
egy guarantees that the block ID of the requested data block
and the plaintext of the data are not exposed to untrusted
parts. However, the client and OCCs have to be separated
when the ORAM functionality is offloaded to the PIM. This
separation makes the client and OCCs communicate via the
untrusted memory bus. The PIM-ORAM design, therefore,
must locate OCCs to the trusted part of PIM, never allow the
contents of the OCCs to be exposed in the untrusted data
storage or data-flow path at all times. Furthermore, PIM-
ORAM must establish a secure channel between the host
and the OCCs to prevent the data from being exposed to the
untrusted memory bus.

SR2. Retaining the obliviousness guarantee. PIM-
ORAM seeks to inherit the obliviousness guarantees of the
original ORAM algorithms. These algorithms normally hide
the access pattern and the type of access operation, i.e., read
vs. write. However, unlike the original ORAM algorithms,
OCCs are separated from the client in PIM-ORAM, and
the obliviousness of the additional communication channel
between the client and the OCCs must be considered. Thus,
PIM-ORAM must render the communication channel uni-
form to hide the access pattern and the type of access op-
eration. Moreover, the plaintext-ciphertext correlation must
be removed from the communication channel to deal with
the case of repeatedly reading the same data.

4. PIM confidential compute model

Unfortunately, the UPMEM PIM prototype currently
lacks device-side confidential computing support. Neverthe-
less, the design requirements for trusted accelerators are
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already well-defined by the existing works [64], [65], stan-
dardization efforts [66], [67], and NVIDIA’s implementation
with H100 [68].

To explore the potential of PIM as an accelerator in the
confidential compute landscape, we add simulated compo-
nents. With these simulated components, we employ a two-
track evaluation strategy. We modified the UPMEM’s simu-
lator to allow functional correctness simulation of confiden-
tial computing, as these modules are commonplace hardware
IPs with well-known performance implications. Then, we
use real hardware while accounting for the overhead of
confidential computing support through simulated delays.
This way, PIM-ORAM closely approximates a possible
future implementation of a confidential computing capable
PIM device.

Simulated Components. We simulate two components:
an attestation module and an AES-capable DMA engine.
These components are essential for a PIM device to meet the
requirements imposed by the TEE Device Interface Security
Protocol (TDISP) [66] that is supported by Intel TDX [69]
and AMD SEV [2]. We used the hardware extensions
adopted in NVIDIA’s H100 [68] for confidential compute
acceleration as a reference to model the required additional
hardware components.
• Attestation module The attestation module serves as the

foundation for all operations in confidential computing,
establishing a secure channel between the host CPU TEE
instance and the PIM processor, and loading binary code
securely onto the PIM. A private key for attestation should
be prepared in the module in advance; thereby, a TEE
instance can attest the PIM by verifying the information
signed with the module’s private key. Then, both parties
establish a secure channel by using the Diffie-Hellman
key exchange scheme. Moreover, the source of random-
ness needed for the cryptographic and ORAM process is
generated during the attestation process by exchanging a
random nonce.

• AES-capable DMA engine We introduce an AES-
accelerated (AES-GCM-128) DMA engine [70] into our
design to overcome the limited computation power of the
DPU. Each PIM bank equips the AES-capable DMA en-
gine, which encrypts or decrypts data transferred through
the DMA engine. The engine allows the DPU to either
encrypt or decrypt for DMA operations. In our design,
the DPU encrypts all data transfers from the trusted
WRAM to untrusted MRAM and decrypts in the opposite
direction.

5. PIM-ORAM Design

This section explains the design of PIM-ORAM that
satisfies the design requirements we have explained thus
far. PIM-ORAM’s components and their operations are
illustrated in Figure 2. We first provide an overview of PIM-
ORAM’s components (§5.1) and explain PIM-ORAM op-
erations (§5.2). PIM-ORAM employs a distributed split-
data ORAM scheme (§5.3) and introduces a decoy traffic

generation scheme (§5.4) to fully utilize the parallel com-
putation power of PIM while retaining the oblivious guaran-
tee. In addition, PIM-ORAM implements recursive ORAM
(§5.5) to overcome the limited capacities and introduces a
lightweight integrity verification scheme to protect ORAM
trees while avoiding additional hardware assumptions (§5.6).

5.1. PIM-ORAM component overview

PIM-ORAM Memory Controller. PIM-ORAM Mem-
ory Controller (POMC) is a host-side software-level mem-
ory controller. It exposes PIM-ORAM API to applications,
manages data communication between the host and the
PIM, and synchronizes the execution of DPUs. The POMC
consists of two components: the in-TEE component protects
the symmetric key, the counter for the secure channel,
and security-sensitive logic such as preparing messages for
communication with the PIM. The non-TEE component is
in charge of I/O operations between the CPU and PIM on
the data already encrypted inside the TEE.

Command Buffer. The Command Buffer (CMD Buffer)
is an encrypted MMIO channel for the host to communicate
with PIM-ORAM. The CMD Buffer mapping is also a
single fixed-address communication between the host and
ORAM. This means that the attacker learns of no informa-
tion from the bus addresses in the bus packets exchanged
between the host and the PIM-ORAM. The CMD Buffer
accepts a command and an associated data from POMC. The
command has ORAM control commands such as INITIAL-
IZE(), READ(block ID), and WRITE(block ID, data).
The commands allow the host to initialize and interact with
the ORAM-guarded data structures.

ORAM Trees. PIM-ORAM employs a recursive ORAM
to overcome the limited capacity of secure WRAM. There
are two recursively-structured ORAM trees: Level 1 ORAM
tree (ORAMTreeL1) and Level 2 ORAM tree (ORAMTreeL2).
PIM-ORAM maintains the two trees in the spacious but
untrusted, MRAM. ORAMTreeL1 stores the encrypted posi-
tion map entries into the ORAMTreeL2, and ORAMTreeL2
stores the encrypted host data.

ORAM Control Components (OCCs). PIM-ORAM
stores sensitive OCCs in the WRAM such that only the
DPU is granted access. In the classical server-client ORAM
models, the server with large storage capacity stores the
encrypted ORAM trees, and the client or a secure proxy
keeps the position map and the stashes that store data blocks
retrieved from the server [11], [13]. Similarly, while the
DPU maintains the trees in MRAM, the position map and
the stashes are to be strictly kept in the secure WRAM.
In case of PIM-ORAM’s recursive ORAM scheme, (1)
Position map for ORAMTreeL1 (PosmapL1), (2) Stash for
ORAMTreeL1 (StashL1), and (3) Stash for ORAMTreeL2
(StashL2) are to be maintained in WRAM. The PosmapL1
is used to retrieve a path from the ORAMTreeL1 into the
StashL1, where the path value in the ORAMTreeL2 can be
collected. After having retrieved the data blocks in the path
from ORAMTreeL2 into StashL2, the data can finally be ob-
tained. PIM-ORAM’s cryptographic secrets are also placed
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Figure 2: The ORAM access process of PIM-ORAM’s split-data distributed ORAM, recursively structured in each bank.
Each PIM bank manages its independent ORAM storage in parallel.

inside WRAM, which include the secure channel encryption
key, the encryption counter, and the authentication tag of the
root ORAM node for integrity checking (§5.6).

5.2. PIM-ORAM operations

Initialization. POMC is initialized in the TEE of the
host. The host allocates a set of DPUs and establishes secure
channels between the POMC and the allocated DPUs by
communicating with the attestation modules of the DPU
banks. After secure channels are established between POMC
and the DPUs, the ORAM program is loaded on the DPUs
securely. The host sends the initialization command to the
DPUs, and each DPU initializes its OCCs, and ORAM trees
in parallel. After initialization, the host can command the
DPUs to store or load data in ORAMTreeL2.

ORAM access: Pre-in-memory operations. The PIM-
ORAM access operation begins as the host-side POMC
issues a command to PIM-ORAM. This request includes a
command (either READ or WRITE), a block ID, and associated
data, e.g., pim_cmd(WRITE,blk_id,data). Dummy data is
used when the command is READ. POMC splits the data (i.e.,
D → D1, D2 ... Dn) and encapsulates them into commands
to be delivered to each bank through the secure CMD Buffer
channel. Then, the banks process the requested operation
concurrently.

ORAM access: In-memory operations. The encrypted
request is sent from POMC to the CMD Buffer of each
PIM bank. 1 The received encrypted content in the CMD
Buffer is copied into Command Buffer in WRAM (CMD
BufferWRAM) through the DMA engine. The AES-capable
DMA engine decrypts the content of the CMD Buffer during
the DMA data transfer. As PIM-ORAM employs a recur-
sive ORAM scheme, the path value of the given block ID
(PathL2) should be retrieved from the ORAMTreeL1 first.
2 To retrieve PathL2, the block ID of the ORAMTreeL1

(IDL1) is obtained from the given block ID, and the asso-
ciated path value (PathL1) is retrieved from the PosmapL1.
3 The data blocks in PathL1 are fetched from the

ORAMTreeL1 and stored in the StashL1. Likewise, 4 after
PathL2 is retrieved from the StashL1, the data blocks in
PathL2 are fetched from the ORAMTreeL2 and stored in
the StashL2. 5 The target data block is retrieved from the

StashL2. If the command is READ, the target data block
is copied into CMD BufferWRAM to be sent to the host.
Otherwise, if the command is WRITE, the target data block
is updated with the given split data Di, and dummy data is
written to CMD BufferWRAM. Lastly, 6 CMD BufferWRAM
is encrypted and copied to the CMD Buffer in MRAM. After
the in-memory operations are finished, the result in the CMD
Buffer is transferred to the host.

During the ORAM tree accesses, PathL1 and PathL2

are updated with new random path values before flushing the
stashes. The accessed data blocks are relocated to one of the
new nodes in the new paths at every ORAM access; thus, the
access pattern of ORAM trees is fully obfuscated. Moreover,
as the AES-capable DMA engine encrypts and decrypts all
data moving between MRAM and WRAM, re-encryption
for the same data is conducted, and the correlation between
ciphertext and plaintext is removed.

ORAM access: Post-in-memory operations. POMC re-
trieves the results in parallel from the CMD Buffer and joins
the received responses into a single coherent data. If the
request is READ, POMC transfers the joined data to the user;
otherwise, the data is discarded.

5.3. Distributed split-data ORAM scheme

PIM-ORAM distributes ORAM trees to banks to re-
move direct communication among banks. However, a naive
distribution scheme can break the obliviousness guarantee.
Imagine a naive distributed ORAM design where data is
stored across 16 PIM banks. Upon receiving a request
for data, only one bank that stores the associated data
is activated. This per-bank ORAM does not uphold the
obliviousness guarantee of the original Path-ORAM [11]
because it induces the correlation between the data and the
bank. The adversary observing the changes in the ORAM
tree can detect updates in exactly one of the 16 banks.

PIM-ORAM tackles this challenge with the distributed
split-data ORAM scheme specifically devised for the
DRAM-based PIM device. The scheme retains the dis-
tributed ORAM trees among the banks from the aforemen-
tioned naive design; each bank independently maintains an
ORAM tree for the data it stores. However, PIM-ORAM’s
scheme splits the data itself into multiple subblocks (i.e., D
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Figure 3: Split-Join process generates decoy traffic to render
PIM-ORAM operations (READ and WRITE) indistinguish-
able from the attacker.

= D1, D2 ... Dn), then distributes the blocks to n banks.
Hence, for each PIM-ORAM access operation, all banks
involved are activated simultaneously, and data fetching and
ORAM tree shuffling process are carried out in parallel. As
a result, the Split-data ORAM scheme activates all banks
simultaneously to retain obliviousness in the main memory
bus pattern. This way, each bank operates independently,
overcoming the lack of bank-to-bank communication, while
parallelization is also maximized for improved throughput.

5.4. Decoy traffic for read and write obliviousness

PIM-ORAM applies a decoy traffic generation scheme
to ensure read/write pattern obliviousness as shown in Fig-
ure 3. Split-Join process considers not only the applica-
tion of split-data ORAM scheme but also the retention
of obliviousness; Split-Join process must render READ and
WRITE indistinguishable. If obliviousness is not considered,
the command execution pattern will differ as PIM-ORAM
processes the different commands. For example, the data
content is only transferred from the host to the PIM before
the ORAM process in PIM when WRITE is performed. The
data content is only transferred from the PIM to the host
after the ORAM process in PIM when READ is performed.

To avoid the above problem, a decoy traffic generation
is used to make the execution flow of POMC and the data
transfer pattern of the memory bus consistent. To generate
the decoy traffic, we made the execution flow of Split-Join
process consistent regardless of the requested command. If
the requested command is READ, dummy data is split and
sent to the PIM. Likewise, dummy data is retrieved from
the PIM and joined, if the requested command is WRITE.

5.5. Recursive ORAM scheme for PIM

Another design challenge arises as we implement the
aforementioned distributed ORAM scheme for each DPU is
the limited WRAM capacity. Considering the area constraint
in SoC embedding in DRAMs, we expect that this limitation
will ensue in the near future. We employ a 2-level recursive
ORAM scheme specifically designed for PIM-ORAM to
handle the limited capacity. A recursive ORAM scheme
reduces the required memory footprint for the position map

while enduring the additional ORAM tree access as a trade-
off. Our design choice to adopt a recursive ORAM proved
to be a profitable one. Our target PIM has highly limited
WRAM (64KB) that is considered secure and only visible to
PIM DPU in our model, and memory access latency inside
a PIM bank is very low.

Without the recursive scheme, a PIM bank’s WRAM
can only support a position map with a capacity of around
10,000 ORAM data blocks. For most practical data block
sizes, the position map capacity is insufficient for fully
saturating the 64MB MRAM with ORAM data blocks.
With the recursive scheme, the size of the position map
is significantly reduced, analogous to how the modern OS’s
multi-level page tables maintain their relatively small foot-
print. PIM-ORAM’s in-WRAM position map (PosmapL1)
can support up to 100,000 data blocks with one additional
ORAM access to the newly populated ORAM tree that
stores the position map (ORAMTreeL1).

5.6. Lightweight integrity verification

The data inside the ORAM trees must be protected from
malicious writes. However, if an integrity scheme similar to
Path-ORAM (§2.1) were to be employed, it would either
incur significant overheads through software-based SHA-
256 hashing or require additional hardware acceleration.

We propose a lightweight integrity verification mecha-
nism that avoids these problems by utilizing the authentica-
tion features that are built into AES-GCM cipher. Instead of
additionally introducing SHA256 functionality and storing
hash values in the tree, each node stores its child nodes’
AES-GCM’s authentication tag. On each ORAM access,
the integrity of the tree nodes is verified at the same time
these data blocks are being fetched through the AES-capable
DMA engine. To achieve this, we program the authentication
tag obtained from the parent node into the DMA engine,
before engaging in the DMA transfer. During the stash
eviction, we first leverage the engine to write the encrypted
ORAM node into the DRAM. Then, the authentication tag
of the encrypted block is stored within its parent node. The
authentication tag of the root node is securely stored within
WRAM, protecting the integrity of the entire ORAM tree.

6. Implementation

PIM-ORAM’s implementation consists of the PIM-side
binary (i.e., PIM kernel) and the host-side POMC, which are
implemented in C/C++ using a combination of the UPMEM
SDK [71] and the Intel SGX SDK for Linux [72].

PIM-ORAM memory controller. The POMC com-
prises an untrusted component that interfaces with the PIM
device through the UPMEM SDK and a trusted library
linked with the enclave application. The trusted POMC
library provides three API interfaces to the enclave appli-
cation: oram_init(), oram_read(block_id, data), and
oram_write(block_id, data).
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oram_init issues INITIALIZE command to initialize PIM-
side components with predefined configurations. Partic-
ularly, the configuration is fixed with 2-level recursive
ORAM and 100,000 128-Byte data blocks per DPU,
defined based on UPMEM’s memory bank capacity.

oram_read and oram_write issue ORAM accesses
through the commands READ and WRITE, as described in
§5.2. The trusted POMC library performs the oblivious
Split-Join process by sending distributed requests to the
DPUs and gathering the data from DPUs to a single
buffer before returning to the user.
PIM kernel. The PIM kernel, the program to be exe-

cuted inside PIM, is built using UPMEM’s custom clang
compiler and contains the functional components illustrated
in Figure 2. POMC maps the CMD Buffer from PIM’s
memory to the user application’s memory to interact with
the CMD Buffer through MMIO. On execution, the PIM
kernel handles requests by reading commands from CMD
Buffer and invoking the corresponding handler.

Cryptographic process. For in-enclave data encryption
using AES-GCM, we used the cryptographic library for Intel
SGX [73]. The cryptographic process in PIM is performed
by the AES-capable DMA engine in the PIM confidential
compute model of PIM-ORAM. We simulated the over-
head introduced by the AES-capable DMA engine because
current PIM hardware does not provide such functionality.
The simulation method is described in §8.1.

6.1. Optimizations

We now explain the optimization applied to the UPMEM
SDK, to the PIM-side ORAM operations, and the host-side
Split-Join process to reduce the latencies of PIM-ORAM
operations.

Burst traffic mode. We implemented the so-called burst
traffic mode for UPMEM SDK’s MRAM management struc-
ture. The current structure is optimized to yield the max-
imum throughput for one-time large data transfers. The
UPMEM SDK manages per-rank worker threads to manage
the communication between the host and PIM rank. Each
worker thread also spawns up to four MRAM threads to
efficiently handle large amounts of data transfer. Our burst
mode simplifies this layered thread structure to prioritize
latency over maximum throughput; the MRAM threads are
eliminated, and the worker thread now performs MRAM
data transfers directly. The simplified thread-switching struc-
ture brought a 30.49% decrease in the communication la-
tency between the host and PIM and allowed us to sub-
stantially reduce the access latency of PIM-ORAM in real-
world applications.

Parallelizing PIM-side ORAM operations. We further
optimized the PIM-side ORAM operations by paralleliz-
ing independent ORAM operations and utilizing DPU’s
hardware threads [71]. For instance, the eviction opera-
tion conducted on ORAMTreeL1 (after PathL1 retrieval)
is independent from the subsequent PathL2 retrieval from
ORAMTreeL2. Hence, we parallelized such independent op-

erations to run on separate hardware threads to yield a PIM-
side ORAM operation improvement of 30.76%.

Parallelizing Split-Join process. The Split-Join process
in POMC can also be parallelized because there is no
dependence among the data pieces. We introduced threading
to reduce the cryptographic overhead by parallelizing each
independent cryptographic process. The number of threads
in POMC is determined empirically, and the specific num-
bers are described in §8.

7. Security analysis

PIM-ORAM must satisfy the following requirements: it
must guarantee the confidentiality and integrity of data and
must not reveal the access pattern.

7.1. Confidentiality

Let’s define that D is data transferred from or to the host,
and M is metadata for management of ORAM algorithm.
The content of CMD Buffer belongs to D. The metadata in
the ORAM tree and the content of OCCs belong to M .
Claim 1. No plaintext of D is revealed to the untrusted part.

We already assumed that the host leverages its TEE to
preserve the confidentiality of D on the host side. When
D gets through the memory bus, the content of D has
already been encrypted in POMC. The encrypted D is only
decrypted when transferred to the WRAM in the PIM.
Claim 2. No plaintext of M is revealed to the untrusted part.

The OCCs reside only in the trusted WRAM. The ORAM
tree blocks are always encrypted except that they are fetched
to the stashes in WRAM.

7.2. Obliviousness and integrity

Let AB be an adversary who snoops the memory bus
between the host and PIM, and AM is an adversary who
monitors MRAM. AM can monitor the components in
MRAM: ORAMTreeL1, ORAMTreeL2, and CMD Buffer.
Claim 3. AB cannot learn of the access pattern by monitor-

ing traffic on the memory bus.

AB can only observe the consistent access pattern be-
cause all DPUs have the same memory layout, and their
CMD Buffer’s location is fixed. AB also cannot distinguish
WRITE and READ operations because of the decoy traffic
generation scheme. In addition, AB cannot leverage the
correlation of the plaintext and the ciphertext because re-
encryption is conducted in every data transfer.
Claim 4. AM cannot learn of the access pattern by moni-

toring the CMD Buffer.

AM cannot trace the content of the CMD Buffer because
the DMA engine re-encrypts the data before inserting it
into the ORAMTreeL2. Likewise, retrieved data from the
ORAMTreeL2 is also re-encrypted before being copied to
the CMD Buffer. AM also cannot distinguish WRITE and
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READ because CMD Buffer is constantly read and written
regardless of the type of operation ( 1 and 6 in Figure 2).
Claim 5. AM cannot learn of the access pattern by moni-

toring the ORAM trees.

AM cannot extract information as already discussed in §7.1.
Moreover, as mentioned in Claim 4, AM cannot find the
content of the CMD Buffer in the ORAMTreeL2 because all
data are re-encrypted by the AES-capable DMA engine.
Claim 6. AB cannot break the integrity of the CPU-PIM

communication channel.

The secure communication channel between the host and
the PIM is managed with AES-GCM to prevent the data on
the memory bus from being corrupted or replayed.
Claim 7. AM cannot break the integrity of the ORAM trees.

As already discussed in §5.6, all nodes’ authentication tags
are encrypted in their parent nodes, and the root node’s
authentication tag is stored in WRAM. Thereby, AM cannot
modify nodes and their authentication tags.

8. Evaluation

We evaluate PIM-ORAM’s efficacy and practicality
through microbenchmarks and real-world workload experi-
ments. PIM-ORAM is compared with CPU-ORAM, a con-
ventional Path-ORAM implementation that only utilizes the
host processor’s computing power.

8.1. Methodology

We evaluate PIM-ORAM implementation in the UP-
MEM test-bed data center that offers server-grade machines
with UPMEM PIM-equipped DRAM modules. The server
features 2× Intel Xeon Silver 4110 CPU (8 cores) @
2.10GHz and 128GB of DRAM. The DRAM modules pro-
vide 40 UPMEM ranks with 2560 DPUs, whose clock speed
is 350MHz. According to PIM-ORAM’s threat model,
PIM-ORAM’s host-side component POMC is placed inside
an SGX enclave in the host. In the case of CPU-ORAM,
the entire ORAM implementation is inside an enclave to
handle the same threat model. We functionally verified
the additional hardware modules by implementing PIM-
ORAM simulator, as explained in §4.

Shared Setting for CPU-ORAM & PIM-ORAM
Data

SZ (GB) 0.1 0.2 0.4 0.8 1.5 3.1 6.1 12.2 24.4

Block
SZ (KB) 1 2 4 8 16 32 64 128 256

PIM-ORAM-Specific Parameters
# DPUs
Involved 8 16 32 64 128 256 512 1024 2048

# POMC
Threads 1 1 2 2 4 4 8 8 8

TABLE 1: Experiment parameters of CPU-ORAM and PIM-
ORAM. The logical data block size of PIM-ORAM matches
the data block size of CPU-ORAM.

Evaluation parameters. Table 1 shows experiment pa-
rameters for PIM-ORAM and CPU-ORAM that we used
throughout the experiments. The total data size hosted by
ORAM varies in 9 steps (0.1GB to 24.4GB) for both PIM-
ORAM and CPU-ORAM. Note that both PIM-ORAM and
CPU-ORAM use 2-level recursive ORAM configured with
100,000 blocks and a bucket capacity of 4. Each DPU
manages its independent ORAMTreeL2 with a 128Bytes
data block size, and the total hosted data size is scaled by
increasing the number of involved banks and hence the DPU
number. For example, PIM-ORAM has logically corre-
sponding tree topology with the ORAM tree with 1KB block
size, when PIM-ORAM allocates 8 DPUs (8 independent
ORAM trees with 128Bytes block size). Thus, to match the
total data size and logical tree topology of PIM-ORAM,
CPU-ORAM adjusts the total data size by adjusting its data
block size accordingly.

Overhead of AES-capable DMA. To reflect the addi-
tional runtime overhead induced by our PIM confidential
compute model on the real PIM hardware, we simulated
the overhead of the AES-capable DMA engine. We inserted
simulated overhead for cryptographic operations between
MRAM and WRAM for each DMA operation. DMA en-
gines with AES accelerators are, in fact, common and sim-
plistic hardware IPs whose overhead from AES operations
is predictable and directly proportional to the total amount
of data transferred. We estimated the cryptographic delay
by studying previous works that also adapted simulated
cryptographic acceleration [47], [74], [75], [76]. We adopted
a delay of 22.35% from the previous work that calculated
the overhead of an AES-capable DMA engine in a cycle-
accurate simulation [76].

CPU-ORAM. We implemented CPU-ORAM, a con-
ventional Path-ORAM implementation that runs inside an
SGX enclave and runs entirely on the host processor. CPU-
ORAM shares the same ORAM implementation with PIM-
ORAM for the fair comparison. Although ZeroTrace stands
out as a representative ORAM implementation for SGX,
its implementation [77] resulted in crashes when given
more than 3.1GB of data. Hence, we concluded that the
implementation is inapt for our evaluation that must show
large data computation capabilities. We provide the incom-
plete microbenchmark results from successful iterations of
ZeroTrace, which shows 19.51× slower performance than
PIM-ORAM in §A. Thus, we used CPU-ORAM, which
can effectively handle the given evaluation parameters, to
facilitate more comprehensive evaluations.

Intel SGX simulation. We opted for SGX simulation
mode due to the lack of TEE support in the UPMEM data
center. Note, it gives an advantage to CPU-ORAM because
the simulation mode performs better than the hardware
mode; the SGX simulation mode is mainly intended for cor-
rectness testing of SGX applications and does not perform
memory encryption [78]. Nevertheless, as our experiments
will illustrate, PIM-ORAM still exhibits performance ad-
vantages. We additionally provide the performance compar-
ison result between the simulation mode and the hardware
mode on the local SGX-enabled machine in §B.
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Figure 4: The microbenchmarks performing 10,000 ORAM accesses for each ORAM storage capacity configuration.

8.2. System bus usage and access latency

We conducted a set of microbenchmarks to show the bus
traffic usage and access latency of PIM-ORAM and CPU-
ORAM. The microbenchmark measures (1) the pressure on
the main bus (i.e., observed memory throughput) during
10,000 ORAM accesses and (2) the access latency of the
two implementations during 10,000 ORAM accesses.

Main memory bus pressure comparison. The pressure
on the system bus during the evaluation for PIM-ORAM
and CPU-ORAM is shown in Figure 4a. For accurate mea-
surement of the system main bus usage, we opted for Intel’s
high precision Performance Counter Monitor (PCM) [79] to
measure the total accumulated main memory usage during
the microbenchmarks.

The total accumulated memory bandwidth usage ranged
from 0.77GB to 359.83GB in the case of CPU-ORAM. The
increase in data block size for CPU-ORAM has a drastic
effect on bandwidth usage. The result is rather straight-
forward, considering that the known estimated bandwidth
consumption for Path-ORAM is ≈ 2 × log2

NBlock

BucketSize ×
DataBlockSize × BucketSize, where NBlock denotes the
total number of blocks in the tree (set to 100,000 in the
experiments).

On the other hand, PIM-ORAM’s bandwidth scales
much more efficiently as the data block size increases. PIM-
ORAM’s bus usage is higher than that of CPU-ORAM
when the total data is less than 1.5 GB (block size = 16KB).
However, as the total data size increases PIM-ORAM’s bus
usage experiences only small increments, and the advantage
over CPU-ORAM is shown by a large margin towards
the 24.4GB total data size. This is because PIM-ORAM’s
bandwidth use is composed of CPU-PIM communication
for command issuance, the actual transfer of the data to be
written, and decoy traffic pattern generation (§5.4). These
bus transactions form the lower-bound of PIM-ORAM’s
latency, which is higher than that of the CPU in very small
block sizes. The lower-bound, however, is amortized as the
data block size increases, and the increments of bus usage
for PIM-ORAM almost entirely come from the need to
perform a one-time transfer of larger data blocks.

At a closer look, 60 data blocks of ORAMTreeL2 and
40 data blocks of ORAMTreeL1 are transferred through the

memory bus in one ORAM access of CPU-ORAM, whereas
only one data block per ORAM access is transferred in
PIM-ORAM. As a result, PIM-ORAM reduced the num-
ber of data blocks transferred through the system memory
bus and reduced system bus traffic usage up to 67.13%.

Access latency comparison. Figure 4b shows the av-
erage time of 10,000 accesses in the ORAM programs as
the data block size is varied. We profiled the composition
of PIM-ORAM’s access through perfcounter functions
inserted into the UPMEM SDK to measure time consumed
in the host-side execution and in the DPU (subgraphs PIM-
ORAM (POMC) and PIM-ORAM (DPU) in the figure).

The average ORAM latency in PIM-ORAM ranges
from 2.84ms (block size = 1KB) to 18.06ms (block size =
256KB), whereas the latency of CPU-ORAM ranges from
0.88ms to 57.55ms. PIM-ORAM outperforms CPU-ORAM
at a block size of 16KB, and the performance gap widens
to 3.19× at the block size 256KB.

The composition of PIM-ORAM latency shown through
subgraphs allows us to understand the characteristics of
PIM-ORAM’s access latency composition. The POMC ex-
ecution time gradually increases, likely due to the increased
load on the Split-Join process as the data block size is
increased. On the other hand, the execution time of DPU
remains more or less the same (2.41ms) for all data block
size configurations. This is because each DPU manages
its own ORAM tree in parallel in PIM-ORAM’s design,
and the size of ORAM trees in the DPUs are consistent
regardless of the number of the allocated DPUs and the
PIM banks.

8.3. Real-world workloads

We evaluated PIM-ORAM’s efficacy and practicality
in memory-intensive real-world applications, which include
machine learning algorithms (K-means clustering, Logis-
tic Regression, and Naive Bayes), and the Redis [80] in-
memory database. We compiled two versions of the appli-
cations, one with PIM-ORAM and one with CPU-ORAM,
for comparison.

Benchmark method: Machine learning. We implement
in-house benchmark tools for benchmarking the machine
learning workloads with ORAM-backed data storage. We
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Figure 5: PIM-ORAM vs. CPU-ORAM performance in machine learning workloads and YCSB benchmark’s workload set.

manually replace storage-accessing code lines with ORAM
access APIs, and measure the data processing speed during
training. We match the training data set according to the
capacity of ORAM to keep the proportion of ORAM usage
constant. For instance, the training set size is 1MB when
the ORAM capacity is 0.1GB and 2MB when the ORAM
capacity is 0.2GB.

Benchmark method: Redis. We identified the Redis
server database structure that stores the client’s data and the
low-level functions in Redis that manage the database con-
tents, such as the database managing functions in dict.c,
and Redis’ internal data structure managing functions in
t_hash.c. Then, we ported the identified functions to use
the ORAM interface, allowing the hash table to be allo-
cated in the ORAM trees and accessed exclusively through
the ORAM access functions. ORAM-ported Redis uses the
key’s hash value as block ID, and the associated data block
contains the internal data structures that define the corre-
sponding entry and manage hash collisions.

We benchmarked Redis with the Yahoo! Cloud Serving
Benchmark (YCSB) [81] framework, which is a widely used
benchmark for mimicking various workloads imposed on
the cloud key-value stores. We executed the workloads with
varied numbers of DPU to observe the change in throughput
as the capacity of the ORAM storage changes and to check
whether the performance relationship between CPU-ORAM
and PIM-ORAM is retained in all workloads.

Result discussion. Figure 5 illustrates the data pro-
cessing speed comparison of the ORAM-applied machine
learning workloads and the throughput comparison of the
ORAM-backed Redis in varied ORAM capacities. The
benchmark results closely match the tendencies from the
microbenchmarks shown in §8.2, and the performance re-
lationship between PIM-ORAM and CPU-ORAM is reen-

acted in all workloads. Even though PIM-ORAM initially
underperforms compared to CPU-ORAM when the ORAM
capacity is smaller than 1.5GB, PIM-ORAM shortly begins
to outperform, starting at 1.5GB, and the gap grows larger
as the capacity is increased. PIM-ORAM’s performance
advantage widens up to 3.19× difference over CPU-ORAM
in the machine learning workloads, and 3.40× difference
over CPU-ORAM in the YCSB workloads.

9. Discussion

This section provides the specific discussions relevant to
PIM-ORAM’s design.

9.1. Comparison with TEE-only ORAM

Performance and scalability. Our experiment results in-
dicate the scalability characteristics of PIM-ORAM: PIM-
ORAM provides substantial acceleration in large data com-
putation, while the increased I/O overhead from CPU-PIM
communication becomes a bottleneck with smaller data
sizes. However, this property also applies to accelerators in
general to a certain degree. Nevertheless, one contribution
of our experiments is to clearly show the range of data size
where PIM-ORAM becomes effective (Figure 4b). Another
aspect is memory bandwidth reduction: PIM-ORAM pro-
vides a significant main bus bandwidth reduction in many
processed data size intervals (Figure 4a). This characteristic
would prove to be beneficial in saturating the compute
capability of the cloud systems, alleviating the memory wall
problem when many workloads are running simultaneously.

Required porting effort. PIM-ORAM does not require
more porting effort than CPU-side TEE-only solutions. Port-
ing a program to utilize ORAM to conceal its sensitive mem-
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ory access trace involves replacing the memory accesses
with ORAM access functions (e.g., oram_read()). PIM-
ORAM’s host-side software memory controller implemen-
tation exposes a set of ORAM access functions that are
equivalent to those of the CPU-only ORAMs, and the PIM
acceleration is transparent to the programmer.

Required hardware changes. As we already discussed
in §4, PIM-ORAM requires the PIM hardware to receive a
set of hardware extensions, similar to those introduced with
NVIDIA’s GPU confidential compute, to support accelera-
tion of the confidential computing [68]. However, we leave
the hardware prototype implementation as future work.

9.2. Interoperability with confidential computing

With the aforementioned hardware changes based on the
ongoing standardization efforts on confidential computing,
we expect that PIM-ORAM would interoperate with the
confidential computing architectures such as Intel TDX [69],
AMD SEV-SNP [82]. Notably, the TDISP standard [66]
lays out the requirements and procedures by which the CPU
TEE and accelerator establish trust. One difference between
PIM-ORAM and the confidential compute accelerators
modeled in TDISP [66] is that such accelerators are assumed
to be of PCIe device class. In contrast, PIM-ORAM is
a memory device. However, the type of the physical link
itself (i.e., PCIe vs. main bus) is largely irrelevant to the
protocol itself. Nevertheless, we regard a concrete hardware
implementation that can further validate the feasibility of
our design as future work.

9.3. WRAM capacity and recursive ORAM

PIM-ORAM adopts a two-level recursive ORAM to
maximize the bank memory (MRAM) utilization by reduc-
ing the WRAM usage. This approach introduces a trade-off;
recursively structured ORAMs, while substantially reducing
the OCCs footprint in WRAM, introduce additional com-
putational overhead. We found the two-level recursion to
provide an ideal trade-off that yields a feasible solution by
balancing the UPMEM hardware’s subpar DPU performance
and its current WRAM size. Therefore, we expect that an
adaptation of PIM-ORAM design to future PIM hardware
can use our implementation with the UPMEM hardware
as a reference to find the right balance. For example, a
hardware with much faster DPU and even smaller WRAM
may consider adopting an N-level recursive ORAM.

10. Related Work

Hardware-based memory side-channel mitigation.
Previous works have explored memory address side-channel
mitigation with smart memory. Invisimem [47], and Ob-
fusmem [58] suggested a cooperation model between the
host CPU memory controller and 3D-stacked memory to
randomize the accessed addresses observable on the sys-
tem bus. SecureDIMM [18] proposed ORAM-based side-
channel eliminated memory based on its own design that

replaces the buffer of LRDIMM with ORAM-enabled ASIC
buffer and introduces new custom DDR commands to handle
the ORAM operations on the memory. The previous works
used a simulated system to evaluate the design because
they used new memory structures or custom hardware that
were not realized in the real world. Furthermore, the CPU
memory controller should be changed as they bring new
memory commands or new memory control interfaces.

The PIM-ORAM design set its starting point as the
commodity real PIM device to discuss and evaluate PIM-
accelerated ORAM primitives at a practical level. Our PIM-
based ORAM scheme is designed for the currently available
commodity PIM with only the necessary set of hardware
change assumptions, thereby proposing the most realistic
design yet. Our evaluations are conducted with real PIM
devices to report design feasibility, while the existing works
have resorted to simulation with ideal settings.

Side-channel resistant external storage. Other previous
works tried to introduce side-channel resistant secure storage
to the system in accelerator form by using FPGA. TrustOre
[65] made side-channel resistant storage for SGX on an
FPGA chip and was connected to the host via PCIe. Phan-
tom [19] made the FPGA-based Path-ORAM accelerator
implemented on the specific FPGA computing platform and
suggested a usage model as an IaaS form.

PIM-ORAM’s PIM-accelerated ORAM does not re-
quire a dedicated accelerator and can be readily adapted
to current and future memory devices. For this reason, we
believe that PIM-ORAM is a necessary and practical design
exploration for oblivious computing in the cloud.

11. Conclusion

We presented the design and implementation of PIM-
ORAM that proposes an in-memory ORAM primitives for
commodity PIM hardware. PIM-ORAM’s design retrofits
ORAM to run inside memory, where low-latency and par-
allelized memory access accelerate the very high overhead
of ORAM. PIM-ORAM’s recursive ORAM scheme and
the Split-Join process were the key design components that
overcome the inherent limitations of the current DRAM-
based PIM. In all, PIM-ORAM design makes a case for
PIM-accelerated ORAM as a new primitive for oblivious
computation in the cloud.
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Appendix A.
Access latency comparison between PIM-
ORAM and ZeroTrace

We also provide the microbenchmark result of Zero-
Trace [15], which is a representative SGX-based Path-
ORAM implementation.

Total Data Size (GB) 0.1 0.2 0.4 0.8 1.5 3.1 6.1 12.2 24.4
Data Block Size (KB) 1 2 4 8 16 32 64 128 256

ZeroTrace 7.99 14.60 27.81 54.34 107.27 213.40 N/A N/A N/A
PIM-ORAM 2.84 2.92 2.98 3.10 3.48 4.14 7.05 11.09 18.06

⌞POMC 0.43 0.51 0.57 0.69 1.07 1.73 4.64 8.68 15.65
⌞DPU 2.41 2.41 2.41 2.41 2.41 2.41 2.41 2.41 2.41

TABLE 2: Average access latency in milliseconds. DPU and
POMC illustrate the PIM-ORAM’s access latency break-
down of host-side (CPU) POMC execution vs. PIM-side
DPU execution.

Table 2 shows the average access latency of PIM-
ORAM and that of ZeroTrace. The access latency is mea-
sured by conducting 10,000 ORAM accesses. ZeroTrace
shows higher latency than PIM-ORAM in overall. One
of the main reasons is that ZeroTrace utilizes SHA256
and AES CTR mode to protect ORAM trees, whereas our
implementation uses the lightweight integrity verification
scheme that leverages AES GCM. However, such a different
implementation hinders a fair comparison between PIM and
CPU. Moreover, ZeroTrace failed to operate when the data
block size exceeded 32KB, as a segmentation fault occurred.
Thus, we decided to implement CPU-ORAM to effectively
handle the given evaluation parameters and to make a fair
comparison with PIM-ORAM by operating the identical
Path-ORAM implementation.
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Appendix B.
The performance comparison between SGX
hardware mode and simulation mode

The SGX simulation mode provides functional correct-
ness but shows different performance characteristics. How-
ever, we found that the simulation mode performs signifi-
cantly better than its hardware counterpart. This is because
the SGX simulation mode is mainly intended for correctness
testing of SGX applications and does not perform memory
encryption [78].

Block
Size (KB) 1 2 4 8 16 32 64 128 256

TPUTSGXSim

/ TPUTSGXHW
2.43 2.21 1.96 1.62 1.36 1.20 1.11 1.10 1.04

TABLE 3: Throughput comparison of 10,000 CPU-ORAM
accesses on SGX simulation mode vs. on SGX hardware
mode.

Table 3 reports the results from our local SGX-capable
machine, equipped with Intel Core i9-10900K CPU (10
cores) @ 3.70GHz, and 128GB of DRAM, running CPU-
ORAM in the simulation mode and also hardware mode.
CPU-ORAM performs a large volume of memory access
inside SGX simulation and unfairly receives an exemption
on encryption overhead for all its memory accesses.
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